
E-Safety Presentation 

During this PowerPoint you will find out more information on the 
following areas:

• Cyber-bullying

• Sexting

• Gaming

• Incel Culture

The purpose of this presentation if to give parents a greater

knowledge and awareness of risk associated with 

online usage, a and how to address those concerns. 



E-Safety Presentation 

If you require any additional information please don’t 
hesitate to contact 

Mr Flaxman (Head of Faculty for IT and Computing)

Jason.Flaxman@ashfield.notts.sch.uk

or

Mrs Lindley-Allen (Head of Faculty for Personal 
Development) 

Samantha.Lindley@ashfield.notts.sch.uk

mailto:Jason.Flaxman@ashfield.notts.sch.uk
mailto:Samantha.Lindley@ashfield.notts.sch.uk


Legal age requirement to 
have an account 

13 13 13

Pros -See what other friends are 
doing including those that 
have gone to other schools.
-Use messenger to contact 
people
- Possible to block people 

-Show people if you can see 
or are doing something 
cool/interesting 
- People cant send you 
photos without you giving 
them your user

-Share photos with friends 
- Profiles can be made 
private

Cons -unchecked security and 
privacy setting lets anyone 
see everything on your 
profile.
- Adding people you aren’t 

necessarily friends with 
who can then contact 
you via messenger.

- Posting of personal 
details such as age and 
mobile phone number 

- Inappropriate images 
- Ability to screenshot 

images that can then be 
shared. 

- Snapmap – lets anyone 
added see in real-time 
where you are. 

- Unless set to private 
anyone can see your 
photos.

- Instagram direct now 
being used as a 
messenger.

- Instagram live –
broadcasts can also be 
seen by non-friends 
unless settings are set 
properly. 

FACEBOOK SNAPCHAT INSTAGRAM
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Cyber bullying

Is an extension of face to face bullying and can cause significant harm to an individual.

The opportunity to bully using the internet has increased significantly with the 

ownership of smartphones and the rise of social media sites.

It can take many forms:

• Threats and intimidation 

• Harassment or “cyber stalking”

• Exclusion/defamation 

• Sexting

• Trolling 



Discuss internet dangers

Make your child aware the internet allows them to contact strangers. They wouldn’t feel comfortable 

approaching a random person in the street and disclosing personal information so the same rule should apply 

on social media. 

If possible query your child about the amount the ‘friends’ or ‘followers’ they have on social media and 

suggest they delete the people they wouldn’t talk to on a daily basis. 

Check your child’s security settings 

To ensure personal information is protected and only their friends can see what they are posting. 

Explain that when they tag a location they are revealing their current whereabouts and popular visiting 

spots to potential predators.

TIPS FOR KEEPING YOUR CHILD SAFE ONLINE



TIPS FOR KEEPING YOUR CHILD SAFE ONLINE

Familiarise yourself with the sites your child visits and how they operate. 

Educate them on how to remove, block or report any inappropriate posts or people. If the content is sexually 

explicit, pornographic, , promotes eating disorders, suicide or extreme views of hatred in any way it is important 

your child recognises they shouldn’t be exposed to this and acts accordingly. 

Discuss what is ok to post. 

Explain to your child if they wouldn’t feel comfortable saying something to somebodies face, don’t say it on 

social media.  This also applies to ‘liking’ or ‘sharing’ a post.  A social media post gives people a snap shot of what 

they perceive your child to be like. Offensive language, the promotion of aggression, violence and hate or 

inappropriate conduct may fall under illegal activity. 

Employers and Colleges are entitled to search your child on social media and can decline to interview based on 

how a person presents themselves.   



TIPS FOR KEEPING YOUR CHILD SAFE ONLINE

Remember, the law is there to protect.

If somebody is posting abusive comments towards your child, about 

your child or contacting them in a manner leading to them feeling 

threated then it is important to document the evidence as it may 

constitute bullying. 



Cyber bullying is illegal if it falls under key legislation such as:

• The Protection from Harassment Act 1997: Covers all repeated bullying and harassment. 

• Malicious Communications Act 1998: Makes in an offence to send communication with the intention of cause 

distress or anxiety. 

• Communication Act 2003 s.127: Makes it an offence to send electronic messages that are grossly offensive or 

of an indecent, obscene or menacing character.

• Education Act 2011: Refers to school involvement during matters of cyber bullying. Images or data on students’ 

electronic devices can be looked for and deleted by staff 

. 

TIPS FOR KEEPING YOUR CHILD SAFE ONLINE



What is sexting? 

Many professionals consider 

sexting to be ‘the sending or 

posting of sexually suggestive 

images, including nude or semi 

nude photographs via mobiles or 

via the internet’

Children are more likely to consider 

sexting to be ‘writing and sharing 

explicit messages with people they 

know’



Children don’t think about 

their images being shared 

online or coming into 

possession of unintended 

parties. 

They don’t think of long term 

consequences.  



How do children share images?

• Text message

• Imessage 

• Facebook

• Messenger/ Direct message (DM)

• Twitter

• Instagram 

• WhatsApp

• Snapchat 
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Is sexting illegal?

It depends on the circumstances:

1. Image shared

2. Parties involved

It is a crime to possess, take, make, distribute or show an 
indecent image of a person under the age of 18. 

This includes images the child has taken themselves and stored 
on their phone. 

The sexual image of themselves on their phone is actually 
categorised as child pornography. 



The law is not there to criminalise children.

However legally speaking by a child taking a picture they 

are engaging in ‘making and possessing indecent imagery 

of a minor’ and committing a sexual offence.

By sending the picture to others they are committing a 

further offence by ‘distributing indecent images of a minor’ 

and in breach of the law.

Despite these legal technicalities, if involved the police will 

always handle cases of this nature with sensitivity and 

considering all circumstances. 



Why do children Sext?

Normalised to sexual imagery 

Acceptance/ fit in 

To gain attention from peers/ 
specific person 

‘Banter’

Trust in the recipient 

Declaration of love 

Pressure Blackmail/ fear of reprisals 

Curiosity



What are the dangers of sexting?

• The image could go viral (friendship groups, school, 
community, posted online).

• Feelings of embarrassment, shame, depression/ anxiety.

• Bullying

• Breakdown of friendship groups

• Social and emotional problems- trust/ self esteem

• Blackmail and manipulation 

• Grooming 



Grooming

Pictures sent to an adult directly, an adult posing as a child or fall into 

the possession of an adult who has the means to contact the child in the 

image could lead to grooming.

Indecent images are one of the most powerful tools groomers have to 

control their victims and isolate them from family and friends.

Remember:

Not all sex offenders are middle aged men posing as young people. 

Recently there has dramatic rise in convictions of men in the 18-25 

bracket. 



25 28

• The child sees the offender 

as a boyfriend/ girlfriend.

• They can relate to them.

• They find them physically 

attractive.

• There is often an element of 

hero worship.

• The child doesn’t view 

themselves as ‘underage’. 

• The offender doesn’t see 

the child's age as relevant. 



How do we keep our children safe?

Education Communication 

Cant police their phones and its easy to hide things in apps/ folders etc.

Parental controls can limit your child’s access and exposure to inappropriate content but it 

can’t stop them sending/ receiving pictures.  

School

• Sex and Relationships 

Education

• Sexting

• Revenge Porn

• Bullying 

• Exploitation 

Home 



Have a conversation with your child 

where you explain the risks of sexting 

and what could potentially happen.

A great video to open a first time 

dialog is this one:

https://www.youtube.com/watch?v=sc

h_WMjd6go

If you require a more hard hitting video 

that really showcases the implications 

of sexting:

CEOP ‘Exposed’ film. 

https://www.youtube.com/watch?v=sch_WMjd6go




Make it clear you would be supportive and understanding. 

If your child sends an image:

• Encourage them to speak to Childline for non-

judgemental advice and guidance.

• Tell them to ask the person who they sent it to deleted 

the message. 

• Encourage them to delete social media so the image 

cannot be linked to their profile account.

• If the image results in bullying contact the school.

If you child receives an image:

• Ask them if the know the person who sent it.

• If they do, tell them to stop.

• Block the person who has sent the image if they think 

they may continue sending them.

• If an adult has sent the message contact CEOP. 



When we were younger.

Life was simple….



NOW…..

ON LINE GAMING

&

MOBILE APPS



The UK is the 5th largest video game 

market in 2017 in terms of consumer 

revenues, after China , USA, Japan, South 

Korea and Germany. 

The UK consumer spend on games was 

valued at a record £4.33bn in 2016!

https://newzoo.com/insights/infographics/the-u-k-gamer-2017/
https://newzoo.com/insights/articles/global-games-market-reaches-99-6-billion-2016-mobile-generating-37/


31 Million people play video games in the UK

74% of 6 – 10 year olds play video games

10.7 million play games online in the UK

It is a global industry that some analysts estimate is worth 

a staggering £15.7bn a year on computers, video game 

consoles and smart phones. 

One game alone League of Legends - is said to earn £118m 

every month.

https://www.superdataresearch.com/market-data/mmo-market/


Potential Risk of using On – Line 
Games & Mobile Apps

More and more children are falling prey to pedophiles through 

online gaming.

The unsuspecting youngsters play unseen opponents at home –

not knowing they are up against a growing army of perverts on 

the hunt for new victims.

The number of crime reports involving online games has 

nearly quadrupled in just five years.



Potential Risk of using On – Line 
Games & Mobile Apps

Many involve scores of sex offences against children, ranging 

from child pornography to sexual activity with children and 

even rape.

Popular games including Minecraft, Clash of Clans, World of 

Warcraft and Roblox – each with millions of users – have all 

been used by sex offenders to target children.

https://victimsofcrime.org/media/reporting-on-child-sexual-abuse/grooming-dynamic-of-csa


Staying Safe Online



Lee describes how Isaac had built up a strong friendship 

with his son Joel (also not his real name), won his trust and 

sent him money through Paypal before turning the 

conversation towards pornography

Minecraft is a game which allows players to construct 

things from 3D blocks. Joel, who had a talent for 

programming and coding, spent a lot of time playing the 

online multiplayer game. Joel was part of a ‘faction’ on 

Minecraft - a group that plays together online in order to 

protect their bases and raid others.

Players are able to have limited communication on the 

game, so in order to plan secret ‘attacks’ on other factions 

they move onto other servers such as Skype.

Every night, Lee and his wife would also search through 

Joel’s chats to make sure he was staying safe.

Real Life Case



Lee said: “When he first started using Skype to talk to 

other people in the factions, we were a bit apprehensive. 

So we gave him the read-up and made sure that he knew 

the people he was talking to.”

“We never let him have a camera so everything was done 

by audio. We always knew who he was talking to, we would 

talk to them as well because we’d come in his room to 

check. It would be some kid from Australia or somewhere 

and they’d ask how your dad is and so on.”

Lee noticed a change when Joel started using headphones 

when on Skype

At first, Lee and his wife assumed their son just wanted to 

talk without being distracted, they didn’t make too much 

of it.

Real Life Case



Real Life Case

Then on January 16, 2016, Lee and his wife made a 

chilling discovery.

“We were going up to bed – Joel was already asleep. That 

was the time we used to tuck him up and go through his 

messages, It was then that I discovered he’d been talking 

to this man.

Joel had been talking to Isaac for some months. The 

chats were initially related to Minecraft but Lee spotted 

a change in Isaac’s language.

Lee said: “He started to talk as if he was trying to build a 

relationship with Joel. He was saying things like ‘you’re so 

good at Minecraft, you’re my best friend on here’. He was 

just really trying to build him up, really laying it on.

"Joel was a 12-year-old boy at the time, he was 

vulnerable.



•Your child wants to spend more time online or playing games through a 

console but won’t tell you why.

•Your child does not want to discuss what he or she does online or what 

websites he or she visits.

•You notice that your child is using inappropriate language that he or she 

would not have heard within your home or at school.

•When you walk in a room, your child quickly changes the computer screen, 

mutes the volume on his or her gaming console, or turns it off altogether.

Look out for signs of changes in the child behavior

Signs of On-Line Grooming 



How can you protect your child

Check the parental controls on the game console and restrict strangers from 

gaining access to your child’s profile.

From time to time, parents should play the game, too. Get a feel for the other 

people who your child interacts with, the language that they use, and whether or 

not your child is at risk of being groomed.

Talk openly to your children about privacy and why some information should 

never be shared with people that you don’t know.

Explain to children that even if they frequently talk to someone through a game, 

this person is still a stranger and should not be trusted with personal information.

If you believe that your child is being groomed online, talk to him or her openly, 

but firmly. Be sure to contact your local police department immediately if you 

find evidence that a predator has attempted to groom your child through online 

gaming or any other channel.



Incels: 

The movement was originally set up a woman named ‘Alana’ 
and was for other people who struggled with intimate 
relationships and loneliness. 

Since its creation in 1997 the forum has moved away from 
Alana’s original intention and has been hijacked by a 
predominantly male users for the purpose of sharing hate 
speech. 

The community is not used to share their experience about 
being lonely. It is about blaming women for their loneliness.



Incel Culture: A 
growing 
problem in the 
UK

How does it start?

What should parents be 
aware of? 



Incels are not ‘recruited’ like other 
terrorist cells: 

• It’s a gradual process that isn’t obvious. 

• The online systems  operate in such a way predominantly 
young, white, males are made to feel disillusioned and 
targeted by other more progressive groups.

• A mother shared her experience of what she has 
witnessed around her son’s online behaviour (see next 
slide). 



Inundated

Normalised 

Share Shamed 

Embarrassed  
Blame  

Anger  



Divided 

United  

Accepted  







What can I do? 

• Be aware

• Check browser history 

• Listen

• Challenge

• Encourage 

• Discuss

• Seek help 



What we do at Ashfield to protect and 
inform students:  

Themed Weeks

Assemblies

PDE Curriculum

ICT Curriculum

Phone Ban

Pastoral 

Programme

School Website:

https://www.ashfield.ttct.co.uk/culture/online-safety/

https://www.ashfield.ttct.co.uk/culture/online-safety/

